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Self-repairing electronic logic units 
based on convergent cellular automata 
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Mission critical electronics 

Single Event Upsets (SEU) 
Especially prevalent in SRAM  
Resulted in rad-hardened devices 

Virtex-5QV 

Cibola flight experiment (CFESat)  

9x Virtex 1000 (6M bits) launched 2007 

Low orbit, SEU rates varied from 0.13/hr (quiet 

sun) to maximum of 4.2/hr 
 
See e.g., M. Wirthlin, et al, 11th Annual IEEE Symp. On field-
programmable custom computing machines, 2003, pp. 133-142 
 

NASA Radiation Belt Storm 
Probes (RBSP) mission 
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Microsystems Packaging failure mechanisms 

Wearout Mechanisms Overstress Mechanisms 

Mechanical Electrical 

Brittle fracture 

Plastic 

Deformation 

Interfacial 
delamination 

EMI 

ESD 

Radiation 

Gate oxide 

Breakdown 

Interconnect 

Melting 

Mechanical Chemical Electrical 

Fatigue damage 

Creep 

Wear 

Stress-driven 
voiding 

Interfacial 
delamination 

Hillock formation 

Junction spiking 

Electromigration 

Corrosion 

Diffusion 

Dendritic growth 

(Source: Fundamentals of Microsystems Packaging by Rao Tummala) 

Root cause Failure analysis: Electronics 
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Self-recovery strategies 

Fault-tolerant structures contain redundancy to permit one or more fault occurrence. 
  
  E.g., EDC or Quadded logic. 
 
Self-repair requires reconfiguration after the fault event. 
 
Self-preservation takes pre-emptive actions to minimise effects of impending fault 
event (health monitoring, data analysis). 

Self-recovery Self-recovery 
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Towards BISTAR 

Self-healing 
 system 

Built-in reconfiguration is 
hard to do in electronics 
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Convergent Cellular Automata (CCA) 
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Define a transition function: 

Apply convergence criteria to attain 

A = transition matrix 
D = constant 

DCC ��� currentnext A

dwC tjitjitji ����� ������ ,1,,,11,, CnC

finalC
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Stem cell algorithm:  
Self-organised behavior  
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Dynamic CCA 
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CCA as coordination layer 



TESConf 5-6 Nov 2012 

On-going  work: test platform 

Change boundary 
condition to (4,7) 

Full adder logic element 
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On-going  work: test platform 
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Thank you 
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